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Understanding your privacy settings on Facebook

To print this guide, go to “File” and click “Print”

Table of Contents

HOW tO USE the AUAIENCE SEIECTON .. ..mccccereeeeeenneeerenrenessesssammessesseseesseessesessssssammannens 2
How to Find Facebook’s PrivACY ChECKUP...cccseemssmmmammasssssssssssssssssssses 4
How to Adjust Who Can See WHOT YOU SNOTCuennensessesssssssssssssssssssns 8

HOW tO KEEP YOUTI ACCOUNLE SECUIE...runenscssssssssssssssasssamassssssssssssssssssssnsasssssass 12
How to Adjust How People Can Find You on FacebooK......e. 16

How to Adjust Your Data Settings on FOCEDOOK....ererrereneeneereesesses 20
How to AdJUST YOUT AQ PreferEnCeS.sssmssmsssssesssssssssssssssssasean 22



(646)758-6606
Candoo support@candootech.com
candootech.com

How to Use the Audience Selector

The Audience Selector is a good tool to use when posting.
When tapping in the bar next your profile picture to create a post,
there will be a box located directly below your name- highlighted
in the below screen on the right.

facebook a @ ||« cres=rom




(646)758-6606
Candoo support@candootech.com
candootech.com

When you tap on the box, you see several options for your
desired audience. Choose the one that you would like to select
and tap “Done” at the bottom of the screen to continue with your
post.

€ Post Audience

Wheo can see your post?
Your post will show up in News Feed, on your profile and in search results.

Learn more about post privacy.

o Public

f Facebaok
. o Friends
W@ O o friends on Facebook
Friends except...
Don't show ta some friends

)y Specific friends

Only show to some friends

Only me
Only me
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How to Find Facebook’s Privacy Checkup

Facebook’s Privacy Checkup is also a great tool to use for
guided steps to review, adjust, and understand your privacy
settings. This can be found by selecting the menu button.
Then select “Settings & Privacy”.
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Next select “Settings”.

w © oy o =
Menu Q
© n
Memories Saved
- -
Pages Events
= L]
Gaming Jobs
See More
?  Help & Support v

‘ ® - Settings & Privacy ~
A settings

2 Privacy Shortcuts
Device Requests
—. Recent Ad Activity
= Find Wi-Fi
Log Out

I @) <




Candoo

(646)758-6606

support@candootech.com

candootech.com

Finally, select the button that says “Privacy Checkup”.

€ Settings & Privacy

Account

Lipdate your mio 10 kBap pour SCCOUN SEcure

(L)} Personal and Account Information
) Password and Secusity

0 Payments

Q

Privacy Checkup

Preferences

Cuslcimize your saperienc s on Facsbook

) Mawn Foed

@ Reaction Preferences
£y Notifications

g? Shortcuts

g Language and Region
Bl media

{X) Your Time on Facebook

Audience and Visibility

Contral whao can see your posts, siores and profile
@ Prafile Information

5" How People Find and Contact You
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This is the main page for the Privacy Checkup. There are
several categories that guide you step by step through the
process.

6 “ne

Privacy Checkup

We'll guide you through some settings so you can make the right choices for
your account.

What topic do you want to start with?

Who can see what you share How to keep your account secure
o Today & 6 days ago

How people can find you on Your data settings on Facebook
Facebook

Your ad preferences on Facebook

You can check more privacy settings on Facebook in Settings.
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How to Adjust Who Can See What You Share

The first category covers privacy settings regarding who can
view what you share.

Who Can See What You Share

We'll walk through the options to make sure your settings are right for you,

(&) Profile information

&5 Posts and Stories

&2 Blocking

= 11 O <

Tap “Continue” to start the process.
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The first step of the process will allow you to adjust who can
see personal details from your Facebook profile. This includes: your
Email, Birthday, place of work, and details about who/what you
follow. Simply tap on the boxes on the right side of the screen to
make your selections.

€ Profile Information

Please review this info from your profile and decide who you're comfortable with seeing
it. Your profile may have more than is listed here.

Email
- g — & Only me -
Birthday
mim ol el - & Friends of friends ~
Han 2 Friends of friends ~
Work
Candoo Tech S Public -

Friends and Following

Who can see your friends list on your profile? & Only me ~

Who can see the people, Pages and lists you follow? @ Only me ~

Tap “Next” to continue on to the next step.
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The next step covers who can see your future posts, Stories,
and an option to limit who can see past posts that you have
shared on your profile.

€ Posts and Stories
You decide whao you want to see your posts and stories.

Future Posts

Chaoose who you'd like to see your future posts. That audience will be
who can see your posts until you change it. You can always change it s Friends =
when you make a new post

Stories

Cantrol wiho can see your stories, Slories are visible for 24 hours on

we o -
Facebook and Messanger. & Friends

Limit Past Posts
Change who can see past posts that were Public or Friends of friends to only Friends.
Anyone tagged in these posts and their friends may still see them.

Limit

:

Tap “Next” to continue on to the next step.

10



(646)758-6606
Candoo support@candootech.com
candootech.com

The final step for this category, covers blocking other users.
When you block another user, they are not able to find you or
interact with you on Facebook. Blocked users are not notified that
they are on your Blocked List.

%= EBlocking

When you block somecne, they will no longer see things you past on your timeline, tag
you, invite you 1o events of graups, start a canversation with you ar add you as a friend.

o Tig: When you bBlack someane, we wont tell them that you've blecked thern.

-+  Add to Blocked List

:

Tap “Next” to complete this section.
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How to Keep Your Account Secure

The next category in the Privacy Checkup focuses on keeping
your Facebook account secure.

How to keep your account secure
You're all set. No security actions are recommended at this time.

o Your password is OK
A Login alerts are on

© Turn on two-factor authentication

Tap “Review” to start this section.

12
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The first step will focus on the strength of your password.
Depending on how complex and strong your password is, you will
be recommended to change it. Tap on “Change Password” to do
so or select “Skip” at the bottom of the screen to move to the next

step.

€ Password

Is Your Password Private?

Il your Facebook password is used elsewhere anline then your account may be less secure. Prolecl
vaurself and your Facebaak friends by choosing a stranger password

Change Passwaord

13
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The next step allows you to control the alerts/ notifications
that you receive. Tapping the buttons to blue means they are
active. White and grey indicate that the alert is inactive.

€ Login Alerts

Control Your Alerts

Tell us how 1o rotify you il someone logs inlo your account frorm a place we don'l recogrize. We l
tell you which device was used and where it's located

O ook

° Messenger
wWell send you a Messenger natification
Email
E wWell eend an alert o c.cuellan@eandootech com .
Turn On All
.
11 a <

Tap “Next” to continue on to the next step.
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The final step in this category is regarding Two-Factor
Authentication. Having this enabled will offer additional account
security. This means Facebook will require a code (sent to via text
or email) when there is a log-in attempt from a new device.
Select “Get Started” to activate or “Skip” at the bottom.

(— Two-Factor Authentication

Add an Extra Layer of Security to Your Account

1T wou turm e two-factor authentication, we'll ask for 2 code il we gee anattempled login fram ar
unrecognized device or browser.

® Security Tips

= ¥oucan set this up via SMS or an authentication app on more than one device

» You can't resel your passwond with a phone number used for teee-facior authentication. Maks
Sure you have st least one ather up-to-date emall or phane number on your account

Get Started

Learn More

15
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How to Adjust How People Can Find You on
Facebook

The next category focuses on privacy settings regarding how
other people can find your Facebook profile.

How People Can Find You on Facebook

we'll walk through the options to make sure your settings are right for you.

& Friend requests
[ Phone number and email

Q. Search engines

(3} 1l O <

Tap “Continue” to start this section.

16



support@candootech.com
candootech.com

The first step is to select what types of users can send you a
request to be Facebook friends. In other words, request to connect
with you and possibly see more information about you.

€ Friend Reguests

Youre in contrel of whe can send you friend requests.

Who can send you friend requests? & Friends of friends ~

:

Tap “Next” to continue on to the next step.
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The next step allows you to choose who can look up your
profile with your phone number or email. Since other people may
have your same first and last name, Facebook allows for searching
for users with this information. Here you can control who can do so.

€ Phone Number and Emall

@ Tip It's common for people to have the same name, so we have a few ways
=  people can find each other en Facebock.

Choose who can look you up by your phone number and email address,

Fhone number & Onlyme ~

Ermnail & Onlyme -
L] Next

Tap “Next” to continue on to the next step.

18
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The final step in this category deals with whether you want to
allow or not allow search engines (i.e. Google, Yahoo, etc.) to have
your Facebook profile appear in search results if someone

searches for your name.

€ Seach Engnes

Search engines (like Google} can link to your profile to help people find you more easily.

It you turn this off, your profile can still be found on Facebook if people search for your
narme.

Da you want search engines oulside of Facebook 1o link to your profile?

‘

Tap “Next” to complete this section.

19



Candoo

(646)758-6606

support@candootech.com

candootech.com

How to Adjust Your Data Settings on Facebook

The fourth category covers your data settings on Facebook.

Your Data Settings on Facebook

We'll walk through the options to make sure your settings are right for you.

L0 Apps and websites

=Y Location

= 1 O

<

Tap “Continue” to start this section.

20
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If you have any websites or apps to log into your Facebook
account, you can review them in the first step (left screen below).
The second step will allow you to control how you share your
location with Facebook. If activated, location information is used to
provide local advertisements and recommend local options near
you.

€ Apps and Websites € Location
Here are the apps and websites from other companies vou've used Facebook to log into Yau're in contrel of whe sees yeur location on Facebook Products. You can turn off
and have recently used. You can remove any that you no longer want to use. Location Services any time in your device's settings.

0 You dan't have any apps or websites to remove
All the time
‘e recaive this device's precice location even when you aren't using Facehonk.

X . . , . N . While using
!’ Pcau Zzﬁ glﬂsr:)‘r:?l%j ;;;n\f;[lrlr\::1:221isg;z:':::;ﬂﬁ:;ﬂ;:pﬂ?; i serngs e recelve this device's precise lecation only when yeu use Facebook,
off &

W wean | receive Tis device's precise locetion, bul we still use things like your IP address 1 estimale
yiour location. Learn Mare

Go to Device Settings

® Tip: For more location controls, like Location History, review your Location
= Settings.

- :

Tap “Next” on each screen to complete this section.
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How to Adjust Your Ad Preferences

The final category in the Privacy Checkup, deals with your ad
preferences. Since Facebook is free to use, it uses advertisements
to help it stay free.

Your ad preferences on Facebook

We'll walk you through the options to make sure your preferences are right for
you.

] Learn about ads
@ Profile information

ils Social interactions

= 1 (@] <

Tap “Continue” to start this section.

22
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The first screen provides insights regarding the types of ads
that you see while on Facebook.

€ About Ads on Facebook

The ads you ses on Facehaok are personalized based on whal we think you're interestad
in, This is because we want to show you ads thal are relevant and useful to you.

For example, if we think wou're interested in sports, we might show you an ad about sperts equiprment,

To help us figure out which ads you would most likely be interested in, we use
information such as what you do on Facehook and other Facebook Company Products,
like Instagram.

We may alzo consider what you do off of Facebook, such az on non-Facebook websites
af apps.

For example, if you visit an online shopping website, we might show you a clothing ed on Facehoalk.

.

Tap “Next” to continue on to the next step.

23
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The following step allows you to decide what personal
information from your profile you would like to influence the type of
ads you see.

€ Profie Information

Some advertisers try 1o reach certain people by using information they ve provided on
their profiles.

Deacide if yau want adverlizers la reach you based on this prafile infarmatian,

Relationship status [ ]
Unspecified
Employer ®

Gandoo Tech
Job title [ ]

Education

® Tip: These settings only affect how your profile information influences the
= ads you see. They dont change the infermaticn on your profile or who can
see this information,

:

Tap “Next” to continue on to the next step.

24



(646)758-6606
Candoo support@candootech.com
candootech.com

The final step will ask if you want to allow other users to see if
you have liked, commmented, or shared an ad on Facebook.

€  Social Intsractions

Social interactions are likes, follows, comments, shares, app usage, check-ins,
recommendations and events you joined on Facebook, You can decide whather your
friends can see your social interactions alongside ads.

For example, if you like a Page thats running an ad, we might let your friends know that
you liked the Page when they see the ad. Here's what this could loak like:

Christian Cuellar liked a Page.

Jasper's Market Y
927K like this

=

A

Who can see your social interactions alongside ads? & Your friends -

.

Tap “Next” to complete this final section.
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If interested in additional resources, information, and articles
regarding privacy- visit the Privacy Shortcuts menu. It is located
under “Settings & Privacy” as highlighted in the screens below.

fat e - o - = € Privacy Shortcuts
Menu Q
Merraies. fepd
Tools to help you control your privacy and security on Facebook
L] -
Pajea Lty
] a
. i Privacy
Control who sees what you share on Facebook, and manage data that helps
o us personalize experiences.
(5' Review a few important privacy settings
T Help & Suppont w
Q Learn about your privacy on Facebook
® Sattings & Privacy -~
+»+  See more privacy settings
4] Satings
O
& Privacy Bhoricuis $ [
Davies Reguiats Account Security
Take actions to make your account more secure.
Recent Ad Actiny ® Update your personal information
d Change your password
2 Find WeR
§D§ Get alerts about unrecognized logins
Lasg Ot E Use two-facter authentication
0] 1] 0 <

If you need help or have any questions, call us at
646-758-6606 or email support@candootech.com

26
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